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Anti-Money Laundering/Know Your Customer (AML/KYC) and
Counter-Terrorist Financing (CTF) and sanctions program

Implementing an Anti-Money Laundering/Know Your Customer (AML/KYC) and Counter-Terrorist
Financing (CTF) sanctions program is critical for any business dealing with financial transactions.
Here's a step-by-step guide to help you set up an effective program:

1. Assessment of Regulatory Requirements:

o Understand the AML/KYC and CTF regulations applicable to your industry and
jurisdiction. Regulations may vary by country and industry sector.

2. Establishing Compliance Team:

o Form a dedicated compliance team responsible for implementing and overseeing
the AML/KYC and CTF sanctions program. Ensure that team members have relevant
expertise and training.

3. Risk Assessment:

o Conduct a comprehensive risk assessment to identify and prioritize potential
AML/KYC and CTF risks associated with your business activities, customers, products,
and geographic locations.

4. Developing Policies and Procedures:

o Develop robust policies and procedures tailored to your business operations and risk
profile. Ensure these policies comply with regulatory requirements and industry best
practices.

5. Customer Due Diligence (CDD):

o Implement a robust CDD process to verify the identity of customers, assess their risk
profile, and monitor their transactions for suspicious activity. This may involve
gathering customer identification documents, conducting background checks, and
assessing beneficial ownership.

6. Transaction Monitoring:

o Establish systems and processes for ongoing transaction monitoring to detect and
report suspicious activities. Use automated systems and manual reviews to identify
unusual patterns or transactions that deviate from established norms.

7. Screening Against Sanctions Lists:

o Integrate sanctions screening tools into your systems to screen customers,
transactions, and counterparties against global sanctions lists issued by regulatory
authorities, such as OFAC (Office of Foreign Assets Control) in the United States.

8. Training and Awareness:
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o Provide regular training to employees on AML/KYC and CTF requirements, policies,
and procedures. Ensure that employees are aware of their responsibilities and
understand how to identify and report suspicious activities.

9. Internal Controls and Monitoring:

o Implement internal controls and monitoring mechanisms to ensure compliance with
AML/KYC and CTF requirements. Conduct regular audits and reviews to assess the
effectiveness of controls and identify areas for improvement.

10. Reporting and Recordkeeping:

o Establish procedures for reporting suspicious activities to the relevant authorities in
accordance with regulatory requirements. Maintain comprehensive records of
customer due diligence, transaction monitoring, and compliance activities.

11. Regular Reviews and Updates:

o Conduct regular reviews of your AML/KYC and CTF sanctions program to assess its
effectiveness and identify any gaps or weaknesses. Stay updated on changes in
regulatory requirements and industry best practices, and update your policies and
procedures accordingly.

12. External Review and Certification:

o Consider engaging external consultants or auditors to conduct periodic reviews of
your AML/KYC and CTF sanctions program and provide independent certification of
compliance.

By following these steps, you can establish a robust AML/KYC and CTF sanctions program to mitigate
the risk of financial crime and ensure compliance with regulatory requirements.

© Copyright @Ty Murphy - DOMOS Advisors - www.domos.uk



